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Abstract

The GRACE - Follow On (GRACE-FO) satellite mission (2018-now) hosts the novel Laser Ranging Interferometer (LRI), a tech-
nology demonstrator for proving the feasibility of laser interferometry for inter-satellite ranging measurements. The GRACE-FO mis-
sion extends the valuable climate data record of changing mass distribution in the system Earth, which was started by the original
GRACE mission (2002-2017). The mass distribution can be deduced from observing changes in the distance of two low-earth orbiters
employing interferometry of electromagnetic waves in the K-Band for the conventional K-Band Ranging (KBR) and in near-infrared for
the novel LRI

This paper identifies possible radiation-induced Single Event Upset (SEU) events in the LRI phase measurement. We simulate the
phase data processing within the Laser Ranging Processor (LRP) and use a template-based fitting approach to determine the parameters
of the SEU and subtract the events from the ranging data. Over four years of LRI data, 31 of such events were identified and
characterized.
© 2023 COSPAR. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/

by-nc-nd/4.0/).
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1. Introduction

The ongoing GRACE - Follow On (GRACE-FO) space
mission consists of two nearly identical formation-flying
satellites, launched on May 22nd, 2018 (Kornfeld et al.,
2019). The objective of GRACE-FO and its predecessor
GRACE (2002-2017) is to study mass redistribution within
the Earth system by observing the differential gravimetric
pull on the satellites (Wahr et al., 1998). Both satellites
share a similar polar orbit at an altitude of about 490 km
and an along-track separation of 220 4+ 50 km (Wahr
et al., 2004; Kornfeld et al., 2019).
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The GRACE-FO twin satellites host the K-Band Rang-
ing (KBR; or Microwave Instrument, MWI) and the Laser
Ranging Interferometer (LRI) for precisely measuring the
inter-satellite distance variations (Kornfeld et al., 2019).
The conventional KBR, which is the primary ranging
instrument, can resolve the inter-satellite distance varia-
tions with a noise level of about 1 um/v/Hz at Fourier fre-
quencies of 1Hz (Kornfeld et al., 2019). The LRI, a
technology demonstrator, uses heterodyne near-infrared
laser interferometry for the ranging measurement (Sheard
et al., 2012). It has been and is still performing well after
more than four years in orbit, with a noise level of
200 pm/ VvHz at Fourier frequencies of 1 Hz (Abich et al.,
2019), 5000 times more precise than the KBR.

Data processing of the inter-satellite range rate observa-
tions from KBR or LRI in addition to observations from
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Nomenclature
LISA Laser Interferometer Space Antenna
List of Acronyms LRI Laser Ranging Interferometer
ADPLL all-digital phase-locked loop LRP  Laser Ranging Processor
DWS Differential Wavefront Sensing LUT Look-Up Table
EDAC error detection and correction MWI  Microwave Instrument
FIR Finite Impulse Response PA phase accumulator
FPGA Field Programmable Gate Array PIR  phase increment register
GPS  Global Positioning System QPD  Quadrant Photodiode
GRACE Gravity Recovery And Climate Experiment RAM random access memory
GRACE-FO GRACE - Follow On SAA  South-Atlantic Anomaly
JPL Jet Propulsion Laboratory SEL  Single Event Latchup
KBR K-Band Ranging SEU  Single Event Upset
LEO Low Earth Orbit
the Global Positioning System (GPS) receivers, accelerom-  shielded or  hardened  against this  radiation

eters, and star cameras as well as precise modeling of the
ocean and solid Earth tides and other known effects yields
monthly gravity maps of the Earth as the main scientific
mission results (Wahr et al., 2004; Tapley et al., 2004).
Comparing individual months and the long-term mean
gravity reveals trends and annual hydrological signals for
climate studies, such as accelerated ice sheet melting,
groundwater storage depletion, closure of the sea-level rise
budget, and more (Tapley et al., 2019). A more comprehen-
sive overview of the various instruments onboard, the
retrieved data and its application in climate research can
be found in Landerer et al. (2020). The successful commis-
sioning of the LRI instrument was an essential step
towards the Laser Interferometer Space Antenna (LISA)
mission, which will use comparable inter-satellite laser
ranging technology between three spacecraft in deep space
for the detection of gravitational waves (Amaro-Seoane
et al., 2017).

In this paper, we investigate the ranging data of the LRI
for so-called Single Event Upsets (SEUs), which are short-
lived disturbances in the phase measurement due to the inter-
action of charged particles or cosmic radiation with the
onboard electronics. Section 2 discusses the space environ-
ment in the polar low-earth orbit and introduces different
classifications of radiation effects on electronics. The LRI
architecture is explained in Section 3 with special attention
on the Laser Ranging Processor (LRP), in which the SEUs
occur. We simulate the digital filtering chain within the
LRP in Section 4 and create templates, which are then used
todetect actual SEUs in the measured phase data in Section 5.
The identified SEUs are discussed in Section 6, and the results
are summarized and concluded in Section 7.

2. Space environment

The space radiation environment affects the electronics
aboard spacecraft. Therefore space electronics are usually
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(Stassinopoulos and Raymond, 1988). The space environ-
ment encountered by the spacecraft is influenced by Earth’s
magnetic field and sources from outer space. The radiation
effects from the sun are characterized by its 11-year cycle,
during which the sun emits a stream of particles with vary-
ing flux called the solar wind. It consists of electrons, pro-
tons, and heavy ions (Nwankwo et al., 2020). Galactic
cosmic rays are another source of particle flux composed
of high-energy protons. They originate outside the solar
system, from the depths of our galaxy (Blasi, 2013). The
Earth’s magnetic field traps these charged particles, and
they follow the magnetic field lines (Van Allen, 1959).
Depending on the species of particles, they populate differ-
ent regions of the magnetic field, like the Van Allen radia-
tion belts (Bosser, 2017). It is a system of two concentric
belts ranging from approximately 1000 km to over 60
000 km in altitude (Métrailler et al., 2019).

The probability for radiation-related incidents in space
electronics is related to spatial variations of Earth’s mag-
netic field. Over the past years, in situ measurements were
performed by several space missions and combined in the
so-called CHAOS model (named after the space missions
CHAMP, Orsted, and SAC-C, Olsen et al., 2006). The cur-
rently available version 7 of the CHAOS model also
includes the SWARM mission results and ground data
(Finlay et al., 2020). The region over the southern Atlantic
exhibits a low magnetic field intensity at the altitude of a
Low Earth Orbit (LEO), which is commonly called the
South-Atlantic Anomaly (SAA). Here, the inner Van Allen
belt approaches Earth’s surface. Like GRACE-FO, satel-
lites in a LEO orbit usually fly below the belt but may pass
through the SAA. It is known for its high radiation levels
and is the site of frequent radiation-related events on satel-
lite electronics. One such effect are SEUs, occurring within
the SAA region in roughly 50% of the total cases (Zhang
et al., 2021). Secondly, the space radiation depends on
the solar activity, which was at a minimum between solar
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cycle 24 and 25 in 2018-2020 and is ramping up since then
with an expected peak around 2025 (NASA Space Weather
Prediction Center, 2023). From low-altitude orbiters obser-
vations, Samwel et al. (2019) concluded that in times of low
solar activity, galactic cosmic rays are the dominant cause
for SEUs in flash memory, whereas the SEUs rate increases
with higher solar activity. However, for static-RAM mem-
ory (a particular kind of random access memory (RAM)),
solar particles are the dominant SEUs cause in both, low
and high solar activity and with higher incidence rates com-
pared to the flash memory. Hence, we expect that the SEU
rate in the LRI depends on the solar activity as well. In
order to reduce the SEUs rate from solar particles, the alu-
minum shield thickness could be further increased, as they
are not as energetic as trapped protons or galactic cosmic
rays (Samwel et al., 2019).

When a single charged particle interacts with an elec-
tronic component like a transistor, it leaves a trail of elec-
tron—hole pairs within the semiconductor that generate a
current pulse (Todd and Uznanski, 2015). This interaction
either causes a hard error or a soft error: Hard errors cause
severe malfunction up to defect of the device, while soft
errors are temporary and non-destructive. Hence, SEUs
are soft errors. They may influence the value of the bit
stored by a memory cell (Todd and Uznanski, 2015). This
bitflip prevails until a new bit value is passed into the mem-
ory cell. On the other hand, a Single Event Latchup (SEL)
is a hard error that short circuits the electronics and can be
disastrous (Rivetta et al., 2001). The GRACE mission, the
predecessor to GRACE-FO, experienced failure of one of
the redundant Instrument Control Units onboard one of
its spacecraft in 2002, which is possibly deemed as the
result of a SEL (Pritchard et al., 2002).

3. LRI architecture

The LRI is a single instrument distributed on two
equally equipped spacecraft, called GF-1 and GF-2, and
it measures the biased range between the spacecraft. It is
operated in an active-transponder configuration (Sheard
et al., 2012): One of the two units (the reference unit, R)
sends out a laser beam with approximately 25 mW optical
power, which is stabilized to a reference cavity using the
Pound-Drever-Hall technique (Drever et al., 1983;
Thompson et al., 2011). The frequency of the emitted light
field appears Doppler shifted by a frequency f, < 3 MHz
due to the relative motion of the two spacecraft when it
is sensed on the distant transponder spacecraft (Sheard
et al., 2012). On the transponder unit, the incoming beam
has only pico- to nanowatts of optical power due to the
divergence of Gaussian beams and a small aperture at
reception. The transponder laser is controlled by a feed-
back loop such that the incoming beam is reproduced with
a well-defined phase relation but amplified in power before
being sent back to the reference spacecraft. The transpon-
der (T) unit also intentionally introduces a frequency offset
of fo =10 MHz > 21, which is needed to avoid zero-
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crossings of the beatnote frequency on the reference space-
craft and to keep the measured signal within the photore-
ceiver bandwidth. A second Doppler shift on the way
back is sensed on the reference spacecraft. Ultimately, the
interference between the local oscillator and round-trip
beams is measured on the reference side and reads
Sr =2fp + for in terms of the beat frequency, where we
neglect variations in f, over time scales of the light travel
time of 1.5 ms and shorter in this simplified description
intended to describe the basic principle. Since the frequency
offset ' is known, range and gravity information in the
form of Doppler shifts /', can be extracted from the mea-
sured frequency fi. The LRI on the transponder space-
craft, in principle, measures zero phase variations except
for a well-defined phase ramp, due to the afore mentioned
feedback loop implementing the frequency offset. Both LRI
units on the two spacecraft can be operated in either refer-
ence or transponder role for redundancy. More accurate
descriptions of the LRI observables are usually formulated
in the phase-domain instead of the frequency-domain and
consider the effects of the light travel time, relativity and
other details (Yan et al., 2021; Miiller et al., 2022) that
are deemed unnecessary complications for the analysis per-
formed here.

Within the LRI, the main computing engine is called the
LRP and was built by Jet Propulsion Laboratory (JPL)
(Bachman et al., 2017). It hosts the phase readout electron-
ics alongside control loops for the laser, cavity, steering
mirror and more. In this article, we focus on the data
acquisition and processing chain, which we assume to func-
tion as depicted in Fig. 1. The phase of the interfering light
on both spacecraft is sensed by a Quadrant Photodiode
(QPD) allowing to retrieve ranging and beam tilt informa-
tion (Sheard et al., 2012) from the four phase channels per
spacecraft. The photocurrents are converted into voltages
within the optical bench electronics and digitized at a rate
of approximately 40 MHz (38.656000 MHz on GF-1 and
38.656792 MHz on GF-2). Thereafter, the whole phase
extraction and decimation chain is split between an Field
Programmable Gate Array (FPGA) and a processor, and
it runs individually on each of the four phase channels on
both spacecraft. First, the phase information is extracted
using an all-digital phase-locked loop (ADPLL) within
the LRP, which comprises an in-phase (I) and quadrature
(Q) demodulation, a phase increment register (PIR) and a
phase accumulator (PA), alongside a first filtering and dec-
imation to a data rate of 9.664 kHz (9.664198 kHz on GF-
2). More general information on interferometric phase
readout can be found in (Ware et al., 2006; Wand et al.,
2006; Gerberding, 2014; Miiller, 2017).

The decimation in the processor comprises two Finite
Impulse Response (FIR) filters (A and B of length /5 and
/) and two decimators by a factor of 100 and 10, respec-
tively, to derive the final data rate of approximately 10
Hz, at which the phase data is transmitted to ground. Fil-
tering before decimation is needed to prevent aliasing
(Ware et al., 2006) of higher frequencies into the measure-
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Processor

! 10 Hz data
to ground

I

Fig. 1. Phasemeter processing chain. The optical signal is converted to a voltage by the QPD and its electronics. The voltage is filtered and digitized at a
rate of approximately 40 MHz before the FPGA, which demodulates the signal and extracts the phase by an ADPLL. Further filtering and decimation
takes place in the processor part, before the data is sent to ground. The low-pass FIR filters in the processor are of length /5 and /g, respectively, and the
subsequent decimations are by a factor of 100 and 10. All shown elements are implemented independently for the four phase channels on each spacecraft.
Red lines denote optical signals, blue is analog electronic and green is digital signals.

ment band of 2 mHz to 0.1 Hz (Dahl et al., 2017). The two
filters A and B each constitute some hundred registers (la-
belled m) and corresponding filter coefficients (Ware et al.,
2006) with [, > [g. The filter coefficients ca/g contain the
impulse response of such a filter. The phase delay of all
three filters adds up, giving a combined filter delay of
28802038 clock ticks ~0.745 s (Wen et al., 2019). This delay
is corrected for in the LRI1B data products (Wen et al.,
2019).

The LRI and in particular the LRP was designed in
accordance with spaceflight-typical risk assessment and
radiation hardness assurance with proper aluminum shield-
ing following standards like the European Cooperation for
Space Standardization (European Cooperation for Space
Standardization (ECSS), 2012). After discussions with the
JPL, the manufacturer of the LRP, we identify the two
Finite Impulse Response (FIR) filters A and B and their
corresponding decimations to be the most probable source
for radiation-induced SEUSs, as they are implemented in the
processor (Ware et al., 2006). The processor likely uses
RAM for buffering the data, which shows higher SEU inci-
dence rates than, e.g., an FPGA or flash memory (Samwel
et al., 2019). The FPGA, presumably implementing the first
decimation stage from 40 MHz down to 10 kHz, can be
expected to be better hardened against radiation than the
memory of the processor and currently available space-
qualified FPGAs even feature error detection and correc-
tion (EDAC) implemented in the hardware, see e.g., the
RTG4 FPGA Series (Microchip Technology Inc., 2022).

In the following, we will use approximate values for the
frequencies (e.g. 40 MHz instead of 38.656 MHz) in the

text and sketches for brevity, while the simulations and
data analysis uses the exact values.

4. Simulation of events

In a time-domain simulation, the output of the FIR fil-
tering chain was computed. A block diagram of the simu-
lation is shown in Fig. 2. The filter response at a single
time step is given by the sum over all the products of the
register values m;, containing the data ¢, and their corre-
sponding filter coefficients ¢’ sp- For the next time step,

the registers values are shifted one sample to the right,
and the register m, receives a new value from the input
phase data.

We simulate the effect of SEU-induced bitflips with a
trivial filter input being ¢ =0, i.e., without any ranging
signal, in order to obtain just the disturbance from a bitflip,
and we expect that this disturbance adds to the regularly
filtered signal due to linearity of FIR filters. Hence, upon
a bitflip, we set the m™ register from 0 to 1 during execution
of the simulation.

If the SEU occurs in filter A, it will then propagate
through the subsequent filter and decimation stages.
Manipulation of the 0" register in filter A is equivalent
to setting one sample of the input phase ¢ to one. How-
ever, manipulation of higher registers can not be replaced
by a simple change to the input data ¢. All intermediate
data streams are computed, where F5 denotes the output
of the first filter, which is then decimated by a factor of
100 (denoted Djgy). The second filter output is Fg, and its
decimated outcome at a 10 Hz data rate is called Dy,.

FIR A FIR B Clock
) R \
10 kHz : \LO \Ll \ll, . : 100 Hz : \],0 \1,1 ;l’ . : Do
| A- | 5 | B- |
90 ! m m m \ -der:unate T m m m , -ler:mmte
I 4 4 A | D100, L B 5 I to ground
[} [} [} |
0 1 la-1 ! 0 1 -1 !
() i | ) b TR OB
| | liA | | l?B
| T | |

Fig. 2. Block Diagram of the two FIR filter stages as implemented for the simulation. Green denotes clock signals, orange denotes the phase data and blue
denotes memory cells. The FIR filter coefficients (c ,p) are multiplied with the data points in the registers and the filtered result is the sum over all

multiplications.
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We identified the defining parameters of a bitflip to be.

e The affected filter (A or B).

e The occurrence time of the SEU, expressed as a sample
number or tick kg at the filter’s clock rate. Due to the
fixed decimation rates from F, or Fy to the 10 Hz out-
put data rate (1000 = 100 - 10 or 10, respectively), the
output of a varying k repeats. Thus, if the SEU occurs
in filter A we use k5 € [0,1000) C Ny and for an SEU
in filter B we use kg € [0,10) C Ny. Now, &k can be
regarded as the sub-sample time in between of two data
samples of the 10 Hz output data.

The affected register number ma € [0,/5) C Ny or
mp € [0,15) C Ny of the filter. We usually provide this
number in % of the full filter length /4 g.

The bit number b € [0,64) C N, that flipped of the pre-
sumed 64-bit register (i.e. the 2° magnitude of the
flipped bit). For simulation, b = 0 is usually used, since
this parameter is a linear scale factor that can casily be
estimated through a least squares algorithm.

We simulate the bitflips with ¢ = 0 as initial condition
and the bit flipping from zero to one. However, one could
also initialize ¢ = 1 and flip from one to zero. This results
in the same shapes of the output data but with inverted
sign. Fig. 3 shows an exemplary simulation result for an
SEU in the first register (m = 0) of the first filter (A) at time
k4 = 0. Orange and green are the intermediate data streams
after the first filter, red is the second filter’s output, and
cyan is the final 10 Hz output data. A larger injection sam-
ple, k4 > 0, would cause a delay of F, and thus a slightly
different shape and amplitude of the subsequent data
streams due to the different sampling of F.

When a low register number m is affected by the bitflip it
implies that almost the complete filter impulse response is
visible in the immediate output, as shown by the solid lines
of Fig. 4, where the red line depicts the immediate output

%1072
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Fig. 3. Simulated data throughout the filtering chain for an SEU in the
first FIR filter with injection sample and register number k£ = 250, m = 0
and a magnitude @ = 1. The input data ¢ is zero and thus not shown. The
output of the first filter F5 (orange) is sampled at 10 kHz, the first
decimation Dy (green) and the output of the second filter F'z (red) at 100
Hz and the final output D), (cyan) is sampled at 10 Hz. Both time-axes are
in units of seconds, but note the different scale. These examples show
artificial filter coefficients, as the exact coefficients employed in-flight can
unfortunately not be disclosed here.

2263

Advances in Space Research 72 (2023) 2259-2269

0.25 T T T T T

/" Fp (m=0)

L 1 Dy (m=0) 4

0.2 /1 =~ @ = Fp (m=50%)
Dyy (m = 50%)

e

=

@
T

Amplitude
=

o

1=}

&
T

1
1
1
1
1
1
1
1
1
1
é

0 esoad)
RE9E0eR0 09

N/

0.6 0.7
Time [s]

(\)
E )
\,/“ oo
,005 1 1 1
0.4 0.5 0.8 0.9

Fig. 4. Simulated data showing the effect of an SEU in a higher register
number for the second filter. The solid lines depict the response of an
impulse travelling through the full filter (i.e., for m = 0), while the dashed
lines show the response for an SEU that affects the register m = 50% in the
middle of the filter. Color coding as in Fig. 3. Note, that the magnitude
here is larger than in Fig. 3, because this SEU was simulated in the second
instead of the first FIR filter and it appears shifted in time, because a
different injection sample k& was chosen. These examples show artificial
filter coefficients, as the exact coefficients employed in-flight can unfor-
tunately not be disclosed here.

of filter B at 100 Hz and blue denotes the decimated data
at 10 Hz. A higher register number m yields cropped filter
responses in the immediate output, as shown by the dashed
lines in Fig. 4. For a high register number m in filter A, the
10 Hz output data would not appear cropped since the
cropped and decimated filter output Dy is filtered once
more in F, which ultimately dominates the shape of the
output Dyy.

For a fixed register number m, the output Dy can have
very different shapes, depending on the time or sample £ at
which the SEU was induced in the data. There are 1000
unique patterns in the 10 Hz output data stream for an
SEU in the first filter A and ten patterns for the second fil-
ter B, according to the sampling rate decimation factors.
The ten patterns of filter B are approximately a subset of
the 1000 patterns of filter A since the output D of filter
A is approximately only a single peak which is then fed into
filter B.

Two Look-Up Tables (LUTs) for events either in filter
A or B were created from the simulations, where the injec-
tion sample number £ and the register number m at which
the SEU was injected into the filter were varied over the
parameter space. The resulting output data after the second
decimation, i.e., at 10 Hz, is stored in the LUTs. The full
3D-LUTs have the dimensions 1000 x [/, x 15 and
10 x I3 x 15, respectively, where the first dimension repre-
sents the injection sample number k, the second dimension
is the register number m and the third dimension is the total
number of data points of the complete filter response at 10
Hz in Dyy. The individual rows of the LUTs are denoted as
LUT’X?’B. For better readability, we will omit the subscript
A/B in the following, where we usually mean that all the
equations are evaluated independently for both LUTs.

Since the true LRP-internal filter coefficients are only
available project-internally, we use exemplary FIR filters
to show the principle in Figs. 3 and 4. The following
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analysis of actual flight-data however uses the true in-flight
LRP filter coefficients.

5. Detection of SEUs in LRI phase data

The SEU detection algorithm is part of a larger frame-
work developed at the Albert-Einstein-Institute in Hanover
to automatically process and analyze LRI data in near-
real-time (Misfeldt, 2019). It features an outlier-detection,
originally developed to remove thruster-induced phase
jumps (Abich et al., 2019) but was now extended to identify
SEUs. The overall process is twofold: first, all phase distur-
bance events are detected and categorized. All events where
the first derivative of the measured phase (or the phase
rate) exhibits steps larger than 430 mHz, or where the Dif-
ferential Wavefront Sensing (DWS) combination shows
outliers larger than 2 x 10~ cycles /s, are marked as poten-
tial phase disturbance events. Subsequently, modeling and
subtraction are performed. The criterion for deciding
whether a phase disturbance is an SEU and not a true
phase jump due to optical or mechanical disturbances is
that an SEU occurs in a single channel only since the filter-
ing and decimation of the four channels are performed sep-
arately. In contrast, a phase jump affects all four channels.
Note that we exclude simultaneous SEU events in multiple
channels here. Further, an SEU produces a short-lived
peak (after propagating through the filter, the disturbance
vanishes), while a phase jump causes a persistent step in the
ranging data (caused by a non-zero integral of fast laser
frequency variations, cf. Misfeldt, 2019). A short segment
of N < 30 samples of the affected channel is extracted from
the measured phase data once an SEU candidate is identi-
fied. The mean over the three unaffected channels is sub-
tracted from the affected channel to remove the common
(ranging) signal and extract a clean signature of the SEU.
We call this extracted bitflip signal ¢(z;) or ¢;, where ¢
are the discrete-time samples and i is the sample number.
For example, if an SEU occurs in channel A, then
@(t;) = ¢, (t:) — (@5(t:) + @c(t:) + @p(t:)) /3. This expres-
sion additionally suppresses common-mode noises like
laser frequency noise (on the reference side). The noise of
these single-channel phase combinations ¢(¢;) differs sub-
stantially from the longitudinal measurement noise, i.c.
the average phase of the channels of the LRI, the latter
being discussed in more detail in Miiller et al. (2022).

We introduce our model for the SEU phase

(a) (a,t;) = a- LUT*"(1,), (1)

which essentially is an LUT entry scaled by an amplitude a,
and the residuals

k,m

i

—_ k,m

n

k.m

r; (,"9) = rkvm((a7c27cl7CO)T7ti)
=Q;— Wf‘m(a) —C [,; — ¢y - 1 — Co,

(2)

where we further subtract a second order polynomial for
removing residual gravitational and non-gravitational sig-
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nal, which may still be present in the data ¢. However,
these polynomial coefficients (cz,cl,co)T are usually small
and their effect is in the order of the measurement noise.
Eq. 2 defines the regression coefficients 9 = (a,¢2,¢1,¢0)" .
To assess which of the k& x m models in the LUTs
matches the data best, we employ the framework of maxi-
mum likelihood estimation. First, we compute the likeli-
hood of ¥ given the measured data ¢ as (Koch, 1999)

L <1
N A

The covariance matrix £ will be discussed later. The best
fitting model 1“"(a) can be identified by the maximum
value of the likelihood function £ over the parameter space
or equivalently by the minimum of its negative logarithm

"9 = —In L4 9 (4)
(5)

The parameter space is discrete for the parameters £ and m
and continuous for 9. Hence we minimize the negative log-
likelihood ¢*™ for all k, m through a generalized least
squares, i.e., by estimating

9= argmin /‘v’"(ﬁ)T .yl )
»

L9 = IR ~/"”’(19)). (3)

= % In (|27Z)) +%W(19)T 2 A(9).

(6)

Ultimately, the best estimate for the SEU model is deter-

mined by finding the minimum of "9 in the two-
dimensional & x m-sized grid.

The covariance matrix X, which is needed to compute
the generalized least squares (cf. Eq. 6), is derived from
the expectation value E of the measurement noise n as

L =E[m -nj] =Ru(ti — 1;). (7)
Here, the expectation value E can be computed through the

unbiased correlation function of the (real-valued) data n of
length N as

N—1—1
1 n; ‘rni7 T > 0
R = {57 2 ®
R,(—7), 7 <0.

The correlation function is obtained from the autocorrela-
tion of actual phase data in absence of an SEU event.
Shown in Fig. 5 is the mean over 20 000 autocorrelations
of consecutive data segments with 30 samples length for
the two spacecraft in both roles, reference or transponder.
A trend was removed from the phase data before comput-
ing each autocorrelation. The function differs a bit in their
shape between GF-1 and GF-2, and the magnitude varies
insignificantly between different days in different roles.
The values of the solid lines are used as the correlation
function R,(7) to form the covariance matrix X from the
measurement noise n, however choosing the dashed realiza-
tion only has a minor impact on the resulting parameter
estimates. From the fitted amplitudes a of the LUT rows,
we directly obtain the amplitude and sign of the SEU as
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Fig. 5. Exemplary autocorrelation for a single channel phase combination
@4 — (05 + @c + ¢p)/3 of GF-1 and GF-2 on two different days with
different roles.

it occurred before the filtering. We can further compute the
bit number b of the affected bit by
b =1log,(10-2* - qa), 9)

Table 1
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where 1/(10-2%) is the least significant bit in units of
phase cycles in the LRI phase measurement (Wen et al.,
2019). Although b ideally yields an integer number up to
computational precision for a single bit flip, we discuss
non-integer numbers later in Section 6.1 when multiple bits
flip at the same time.

The above computation is done individually for all tem-
plates in the two filter’s LUTs (LUTY” and LUT}"). We
compare the two minimal values of the log-likelihood over
the LUTs to identify the most likely filter (A or B) when the
SEU occurred.

6. Discussion

Over the analyzed mission time ranging from June 2018
until the end of December 2022, in which the LRI was in
science mode for more than 75% of the time, we identified

SEU parameters as detected in the LRI phase data. Ch denotes the affected phase channel; £ is the sub-sample timing of the event; m is the affected register
(normalized by the total number of registers /5,g); b is the bit that flipped; Dir denotes the direction of the bitflip (0 — 1 (1) or 1 — 0 (])). A 95%
confidence interval (CI) for the bit number, derived from the formal errors of the least squares fit and assuming a Gaussian distribution, is computed as
1.96 times the standard deviation of the noise. The colored bit position cells are encoded as follows: Green: Fractional number can be well explained with
two bitflips at the same time. Yellow: Fractional number can possibly be explained with more than two bitflips at the same time. Gray: High residuals
observed (see main text, Section 6.2). The horizontal lines separate different years.

# Event Time SC Role Ch FIR a k m Dir Bit No. b 95% CI Residuals
[UTC] [%] int+frac Bit No. b [cycles rms]
1 09-Jul-2018 18:25:01 GF-1 T D B 6.87 x 10° 9 66 T 60+1.25x 1072 +429x 1072 1.33x 107
2 20-Jan-2019 09:31:55  GF-1 R D A 2.02 x 10? 296 31 1 35-1.97x 1072 +1.49x 10  9.09 x 107°
3 01-Apr-201916:36:27 GF-2 T B A 419%x10° 352 0 | 46-273x10™*  £620x107* 7.42x1072
4 18-Apr-2019 23:38:38  GF-2 T C A 5.50x 10" 165 37 T 63+8.81 x 1078 +2.13x 1072 2.53x 10
5 09-Sep-2019 00:07:28  GF-2 T A B 6.80 x 10° 4 6 l 30+8.75x 10>  +3.59x 107 7.36x107°
6 13-Nov-2019 23:31:24  GF-1 R D A 6.22 x 107 316 67 l 53+2.12 x 107! +243x 10 1.03x 107
7 20-Nov-2019 03:09:38  GF-1 R A A 6.71 x 10° 309 49 1 50+6.70 x 107 +1.07x 1077  1.11x 107
8  25-Nov-2019 15:30:17 GF-1 R C B 1.02 x 10? 1 65 1 34-8.10 x 1073 +3.59x 10 8.39x107°
9  06-Jan-2020 06:13:57  GF-2 T C B 1.44 x 10* 4 56 | 414133x107"  +487x107 171 x 107"
10 01-Feb-2020 16:24:25  GF-2 T A A 4.59 x 10! 299 31 T 33-1.59 x 107! +4.42x 10 5.66x 107°
11 22-Mar-2020 00:51:54  GF-1 R A A 1.84 x 10? 797 51 1 35-1.51 x 107! +1.46x 1072 3.88x 1073
12 01-May-2020 08:07:03 GF-1 R C A 2.56 x 10! 646 0 l 32-9.28 x 10*  +1.35x 103 1.06x 107
13 30-May-2020 09:31:44  GF-1 R A A 3.44x10° 394 32 l 59+2.92x 1072 +1.18x 107" 1.06 x 107>
14 17-Aug-2020 23:27:50  GF-1 R A B 3.91x10° 1 86 T 39+2.56 x 107! +2.54x 103  827x107°
15 07-Sep-2020 01:47:43  GF-2 T A B 7.94 x 10? 6 o 1 37-450x 102 +1.09x 10® 2.35x 1073
16 12-Sep-2020 02:17:38  GF-1 R B A 3.18 x 10° 974 6 1 29-1.12x 1072 +8.84x 107 8.89x107°
17 11-Dec-2020 18:06:47  GF-2 T D A 3.36 x 10° 903 30 T 49-670x 107  £7.84x107° 922x107°
18  19-Dec-2020 04:44:29  GF-2 T B A 1.30 x 108 370 76 | 54+2.73 x 107! +8.71x107°  7.46x107°
19  09-Mar-2021 11:18:40  GF-2 T D B 1.34 x 107 3 35 l 51+1.23x 107" £3.96x 107" 1.61 x 107
20  10-Mar-2021 18:20:28  GF-2 T D A 3.28 x 10° 218 47 1 39+8.81 x 107 +8.57x10° 1.22x107°
21 12-Mar-2021 23:20:11  GF-2 R C A 8.19 x 10? 434 24 T 37-324x10°*  +290x 10~ 8.18x107°
22 25-Jul-2021 00:27:50  GF-2 T B B 1.34 x 107 0 23 1 5148.50 x 107" +6.20 x 107" 2.58 x 1073
23 30-Sep-2021 19:46:16  GF-2 T A A 1.05 x 10° 57 0 1 44-339x10°%  +5.13x107 2.13x107°
24 16-Nov-2021 16:25:26  GF-2 T C A 2.10 x 10° 18 7 1 45+1.53x 1077 +3.65x 1077 223x107°
25  05-Dec-2021 04:06:04  GF-1 R C A 1.60 x 10° 454 60 T 38-3.05x 1072 +£3.05x10™* 9.73x107°
26  27-Jan-202222:21:58  GF-1 R B B 1.34 x 107 7 32 l 51-1.75x 107" +1.84x 107" 7.06 x 107°
27  04-Jun-2022 15:21:35  GF-1 T D A 5.50x 101 721 46 T 63-3.03x 1072 +£3.70x 1072 1.09 x 107
28  15-Oct-2022 02:21:21  GF-2 T D A 9.76 x 10° 120 66 |  47+2.18x 107! +1.74x 10 1.28x 1073
29  16-Oct-2022 15:39:01  GF-1 T D A 3.69 x 100 724 66 ! 62+4.25 x 107! +6.33 x 107" 6.81x10°°
30 07-Nov-2022 12:32:14  GF-1 R C B 3.22x10° 9 66 l 29+8.51 x 1073 +120x 1072  1.91x 107
31  22-Nov-202222:27:28  GF-2 T B A 550 x 1010 542 2 T 63+3.84x 1073 £1.28x 1072 1.95x 107
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6 Event #1
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~ = = Simulation a - LUT} %"
- Residuals 4

Phase [cycles]
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Fig. 6. Event #1: Example of a good SEU fitting result. The blue trace
shows the isolated segment from the phase data of channel D on GF-2 on
2018-July-09 around 18:25 UTC. An SEU in bit b = 60 of the register
67% - Iy of the filter B (dashed orange) was subtracted, which yields the
green residuals (scale according to right axis). The noise after subtraction
is in the order of 10~ cycles.

31 SEU events in the LRI phase data, whose parameters
are shown in Table 1. A time series of an exemplary SEU
event (#1 in the table), the fitted model, and the corre-
sponding residuals are shown in Fig. 6.

Of all events, GF-1 recorded 15 events, while GF-2
recorded 16 events. As the reference/transponder role can
be switched, 18 were detected on the transponder unit,
and 13 on the reference unit of the LRI. The distribution
over the four channels is almost equal (A: 8 events, B: 6,
C: 8, D: 9). Filter A shows more events, the observed frac-
tion of events is 21/10 = 2.1. This is expected, since filter A
has more registers /5 = 3.6/3, i.¢.,. a physically larger area
in the electronics that can be hit by radiation. However, the
sample number is small for such a stochastic conclusion.

Given that the LRI was in science mode for more than
90% of the time in 2019-2021, and 24 observed events in
this time span, approximately nine events can be expected
annually. As the LRI was not in science mode for long peri-
ods in 2018 and 2022, fewer events were observed there. As

E

20 25 30

B

1
35 40 45 50
Magnetic Field Strength [1T]

Fig. 7. World map showing the location of the GRACE-FO spacecraft at
occurrence of SEUs (diamonds). The color coding depicts the strength of
the magnetic field in pT at an altitude of 490 km above Earth’s surface, as
derived from the CHAOS-7 model for January 2021 (Finlay et al., 2020).
There is evidence for an increased number of SEUs in the region of the
South-Atlantic Anomaly.
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discussed in Section 2, an increase towards higher solar
activity can be expected, but this strongly depends on the
particular hardware architecture, electronic components
used, software implementation and shielding and can not
be concluded ultimately here.

The event with the smallest observable phase change in
@, approximately 3 x 107 cycles, was event #16 where a
bitflip occurred in the 29" bit and in the 22" bit, but in dif-
ferent directions. The affected register is at m = 16 % of the
filter length, meaning that this error propagated through
the central part of the filter impulse response, where the
coefficients are highest. Thus, despite the small bit number,
this event still creates a measurable signal in ¢. We reason
that there are likely more SEU events at even lower bit
numbers or at higher register numbers m, e.g. at
m > 75%, but as they only produce small responses in
the phase, they are not detectable within the LRI measure-
ment noise of a few 107> cycles.

The subtraction of the SEU signature from ranging
data, in general, works well since the rms of the residuals
is in the order of some 107> cycles in most of the cases,
which is the noise level of the phase measurement system
(cf. Miiller et al. (2022)).

The distribution of the ground-track position of the
spacecraft at the time of the SEU events (shown in
Fig. 7) reveals an expected clustering within the South-
Atlantic Anomaly, where almost 50% of the events take
place. This is consistent with results from the literature
(Zhang et al., 2021).

We did explicitly exclude the possibility, that an SEU
could also alter the filter coefficients. A bitflip in the coef-
ficients would cause a different filter gain and noise sup-
pression. However, the exact effects also strongly depend
on the architecture and implementation in the LRP.

6.1. Non-integer bit numbers

Some events show bit number b, that are not integer
within the 95% confidence interval, marked with different
colors in Table 1. Though non-integer bit numbers seem
contra-intuitive in the first place, it can be explained when
considering a simultaneous bitflip in separate bits. This
increases or decreases the signal’s amplitude and thus the
retrieved bit number b (cf. Eq. 9). The allowed fractional
bit numbers obtained from our fit only depend on the sep-
aration in bits between the affected bits:

O.(n) = logy (2" +£2"7") —log,(2"). (10)
The sign of the 2°~"-term denotes the direction of the lower
bit at position » — n with respect to the flip direction of the
upper bit b, which is indicated in Table 1. The first 12
allowed fractional bit values are shown in Table 2. Note
that O, (1) and O_(2) are degenerate and also a flip in
bit b and b — 1 in different directions can not be distin-
guished from a single flip in the » — 1-th bit. Comparing
the allowed fractional bit numbers from Table 2 with the
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Table 2

Fractional bit number for two bitflips at the same time as a function of the
separation between bit numbers. The number n denotes position b — n of
the second bit, relative to the one at position b, b > n.

n O, (n) O_(n)
1 0.58496 -1
2 0.32193 —0.41504
3 0.16993 —0.19265
4 0.08746 —0.09311
5 0.04439 —0.04580
6 0.02237 —0.02272
7 0.01123 —0.01131
8 0.00562 —0.00565
9 0.00282 —0.00282
10 0.00141 —0.00141
11 0.00070 —0.00070
12 0.00035 —0.00035
Event #3 )
100 . . . . 0.2
A ——— Measurement (i)
ob N\ Simulation a - LUTY*" [ 0.1
Residuals
B \ {0 %
< -100 F \ =
2 P
) '| 1-012
g 200 \ ) g
g \ {-02£
-300 |'.y 4-03
-400 : : : L -0.4
0 5 10 15 20 25
Sample Number ¢
Fig. 8. Event #3: The residuals are shaped like a second SEU.

values in column “Bit No. b” of Table 1, several events can
be explained by multiple bitflips. For instance, we observe
O, (4) (the 30th and 26th bit flipped in the same direction)
for event #5. All these events are marked green. The num-
bers of Table 2 can not directly explain the events marked
yellow. However, these fractional bit positions can be
explained when considering even more than two bitflips
simultaneously. The fractional bit number of event #10 is
—0.159 ~ O_(3) + O.(5), which denotes bitflips in the
31%, 28"™ and 26" bit. Any assessment of how likely a single
particle’s impact may induce two bits to flip strongly
depends on the exact architecture and physical arrange-
ment of the memory cells, which is unknown to the
authors.

6.2. Other events

There are two events where the residuals still show a
comparatively large rms value (#3 and #9; marked gray).
Their residuals look like another SEU event, separated
from the initial one by a few milliseconds. Event #3 is
exemplarily shown in Fig. 8. A short experiment of feeding
these residuals again into the fitting algorithm did not suc-
ceed, likely because these two events lived simultaneously
within the filter and the first iteration of the algorithm
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attempted to and did remove parts from both events, as
the fit is disturbed by the second event. Ideally, one would
fit all free parameters for both events and their variable
time-shift at the same time, however, that would exponen-
tially increase the size of the LUTs and the computation
time. Such an extension of the algorithm was beyond the
scope of this analysis. The same holds for the possibility
that a single particle streak produces SEUs in multiple
channels.

7. Conclusion

In this paper, we presented an approach to identify,
extract and model SEU-induced disturbances in the mea-
sured phase data of the LRI in the GRACE-FO mission.
We explain the filtering within the LRP, where we expect
SEUs to show an effect in the measured phase through
flipped bits in the registers of the lowpass FIR filters. Fur-
ther, we showed simulated data and discussed the parame-
ters needed to describe the SEU. Ultimately, we found 31
events in more than three years of LRI ranging data. The
events clustered at the South-Atlantic Anomaly, and some
of the events seem to originate from multiple bits flipping
simultaneously or possibly even with a slight time delay.
Radiation-induced SEUs in the LRI phase data are rare
and short-lived events.

LRI data products with removed SEUs can be found at
https://www.aei.mpg.de/grace-fo-ranging-datasets. It
might be possible that either multiple registers or even mul-
tiple channels are affected at once, however we focused on
events within the same register. Further, an SEU in the fil-
ter coefficients, which would change the FIR filter gain and
thus produce a persistent step, are not discussed, as this
effect strongly depends on the particular implementation
in hard- and software.

This study shows that it is possible to identify and
remove these particular disturbances in post-processing,
while future instruments might employ radiation-hardened
memory and/or error detection and correction (EDAC)
techniques. Of course, our algorithm can also be used in
operational ground processing to correct the events, espe-
cially considering that the SEU rates are expected to
increase with the surge in solar activity in the solar cycle 25.
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